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From Julie Boughn, CMS CIO

CATS

DISPEL A PERSISTENT PERCEPTION

mThere REALLY
are BAD Guys!
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Why steal medical data?

m Healthcare fraud
— Benefits for the unipeiirad

ATTENTION VIRGINIA

m Blackmail
| v yor shit! In *my® possession, right now, are 3,257,370 patient records and a total

—_— ".,.,-"|rg|n|a Frescri ptiﬂ| o rz's,s-le_.::a? priscriptions. Alo, | made in encrypted backup and daleted e original,
- Uriforiunately for Virginia, their backups ssem o have gone missing, oo, Uhoh =
records, 310 million

— Express Scripts

For $10 million, [ will gladly send along the password. Yiow hive 7 dand © decicke. IF by the
end of 7 days, you decide not 1o pory up, I'll go ahead and put this baby cut on the market
and acoept the highest bid. Now 1 don't know whiat all thes shit is worth or who wolld pay

m IdE’ ntity T h E'ft fir it, it ['m bettin’ someone will, Hell, if [ cant mova the prescription data at $e very

least [ can find a buyer for the personal data (name, age, address, social security #, driver's
licerse £)

m Targeted malware campaigns

m Whenin doubt...sell it
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EXECUTIVE QFFICE OF THE PRESIDENT
MAN AGEMENT AND BUDGET

OFFICE OF
WJ‘«:GHINGTDN. p.¢. 20503

Jume 23, 2008 M_06_16

M-06-18
NE};XORA}IDL'}.-I FOR THE HEADS OF DEPARTMENTS AND AGENCIES
FROM: Clay Jolmson m Y
Deputy Director for Management
SUBIECT: Protection of Gensitive AZENCY Tufprmation

o an effort t@ properly safeguard our information assets while using information technology, it15
encies to know their baseline of getivities.

essential for all departments and ag
ist for protection

echnology (NIST) provided a checkl
nting the checklist s 10

ndards and T
fraplene

achment) The intent of
al security controls when imformation 15 TEmOY
ddifion to using the NIST checkhist, L am
following actions:

aITy 2gEnCY data unless the data
eputy Secrefary oF &0

The National Insutate of Sta
of remote information. (See att
compensate for e lack of physic
accessed OIS <ide the agency location. Ina

d agencies take the

Tecommending alljlepartmants an
/devices which ¢

1 Encrypt all data ont mobile computers

is determined @ e non-sensiive. i writing, by your D
individual he/she may designate in WItng:
2 llow remote acCess only with two-factor authentication where one of the factor
idedlby 2 device separate from the conpRier gaiming aceess:
2N ot function for Temete access and mobile devices I8
ion after 30 minuies {macavity; am
ter-readable data exiracts from databases holding sensifive information
b extract inclnding sensitive data bas heen erased within 90 days of its

518

=)

guiring uzer re-

™

[
n
®
o

and verifvigac
use is still quired.

Allo
auth\g nrs(rg;te access only with two-factor
 ovidod ion whe_re one of the factors |
ed by a device separate from th ’
computer gaining access ’
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CMS CROWNWeb requires two-factor <™ anakam-
authentication for patient data

CROWNWEeb is a federal data system
which Wlll mcIude patl_ent _Ieyel private i i aCtOF 4 . urity, Pdat
health information. It is critical that the ST Mication o,
information in that system be secure. - Au,,,:,,t' ti-Facrgy ———t """:'g;;»:% Vervieyy,
- - data te, x d isang o hica 3
Because of this need, there is a T 12 Wher po sty et sherica
. . Securyy, oo 0 i 7 Wyt Authave'seenm » =
requirement for multi-factor o by, [ Ctication ti-Face,
; . x‘,’n‘f’zue,,,,ﬁm%%/aw,%_ ® M"M%,M efore)
authentication g et uteng o contry e (NS ol g ey Tt
w;v:e;i:,';z"”co:::: — :,:f,"' lu'c:,”(:,,w”t k:m”h.“*z"awm
Syst AT, y°“’¢ugg ""*'MD
- s and Oolne 0 3 e Dall€E
In order f A i, , iy
released Jdala U JElc : . J LU o
system m O-TAClOor & s allQo -
m.U [ti-fac . . : b %’W«ZI"“"?::@%”’% g 2Uthenticagion™
will meet the stringent requirements T ~w@$ymﬁm*:mgi;ﬁwz -
. 5 “Vstems, %0t r,-.,:‘,’, "eleaseq o Dbl of, g COtiop o1 *CCures
of the QualityNet System Security — " w“»:":,,,.m;;mm.,wm o et o g el dve
. on ho""::’ future, more "'vu:,.,,,e;'b :"Ystem sy %b’nam,,, M&p’&bedy,%p; Ocesses
Policy for federal data systems. %ww.w,,c:mnw% R PRI — o
Nw, :

© 2009 Anakam® Inc. . . . . .
Anakam® Proprietary Information — Patented Under USPN 7,676,834 Large-Scale, Cost-Effective, Authentication and Identity Management Solutions



CMS recommendation for strong <™ anakamr
authentication is being adopted by state HIEs

From the CA HIE Operational Plan:

Authentication—MST Laval 2 (Mna Eactar) M
New York RHIO Authentication Standard.

Policy: Entities

authentication fc
unsecured locati . RHIOs shall be required to authenticate, or require their

may be made wi  Participants to authenticate, each Authorized User through an
authentication methodology that meets the minimum technical
requirements for Level 3.

NYeC shall ...determine the implementation approach and
This euidance documel ~ tIMetable for transition to Level 3.

Bl . | ovel 3 will require ... RHIOs or their Participants to authenticate
each Authorized User’s identity using multifactor authentication,
which queries Authorized Users for something they know (e.g., a
password) and something they have (e.g., an ID badge or a
cryptographic key).
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DEA EPCS regulations require <« anakamr
NIST Level 3 two-factor authentication

Passwords are often
described
because th
healthcare
people use
observed. )
passwords
as a mean:
effectivene
counterpro
users to wr
which weal

DEA IS requmng in thls

interim final rule that the authentication
credential be two-factor. Two-factor
authentication (two of the following—
something you know, something you
have, something you are) protects the
practitioner from misuse of his

credential by insiders as well as
protecting him from external threats
because the practitioner can retain
control of a biometric or hard token.
Authentication based only on

knowledge factors is easily subverted
because they can be observed, guessed,
or hacked and used without the
practitioner’s knowledge. (p. 16242)

Wednesday,
March 31, 2010

Part II

Department of
Justice
rug Enforcement Adminksoraion

21 CFit Pars 1300, 1304, 1306, and 1311

Elecuronic Fn.wn'l,uuim for Conerolled
subsances; Final Bule

T eUerar INCZISTer
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Traditional authentication approaches do B mdeiglel ey}
not work well for healthcare

Current approaches to authentication do not meet the needs of a large portion of the
overall identity management market

Single Factor Authentication Traditional Second Factor Authentication

- Authenticating Hard tokens, smart cards, USB
S network and devices, biometrics
(@] H H e
= appllcatlon users
g with a user name
and password
= |If known by a perpetrator, he/she ® Expensive to deploy and maintain
can easily compromise a single ($10-$60 per user/per year)
account or potentially an entire = Burdensome on the individual to
% network carry
[l " [Increased complexity of = Prone to loss, theft, , damage, and
E password adds to password re- obsolescence (non-recyclable)
O set costs, and users writing down o )
passwords. = Admlnlstrgtlvc_ely cumbe_rsome for
} most applications, particularly
Has led to a need for second citizen-facing portals with millions
factor authentication for

: SR . of users
important/sensitive information
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Vulnerabillity levels around authentication

User Identity

Least ¢

vulnerable Token
Biometric
PROVIDERS
PATIENTS SMS-OTP
Email-OTP

Most Device Registration (Encrypted System Toke-n)

vulnerable Username-Password Increase in level of

authentication

» Defense against attackers who exploit weak authentication for identity theft and fraudulent transactions

» Reduction of costs derived from poor password management, identity theft, support center costs,

« Attraction of an increasing number of security-conscious consumers

ERV)
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Recommendations

" Adopt stronger authentication than username/password
+ Strength of authentication can be tailored to user role and
sensitivity of system, data or application

+ Many physicians (and most likely their staff) will already be
required to have second-factor credentials for e-prescribing or
guality reporting to the federal government

= Strong authentication will become more prevalent
+ Federal systems require two-factor authentication
+ E-prescribing applications will support two-factor authentication

¢ The trust fabric of the NHIN will require consistency of access
control levels

+ Usability of strong authentication is improving as new
technologies move to mass markets
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Questions?

Anna Slomovic
aslomovic@anakam.com
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